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-RXVSHYGXMSR �

)RH�XS�IRH�IRGV]TXMSR �

(IWMKR�TLMPSWSTL]�ERH�XLVIEX�QSHIP �

)RH�XS�IRH�IRGV]TXMSR�TVSXSGSP �

7]QQIXVMG�ERH�EW]QQIXVMG�IRGV]TXMSR �

)RZIPSTI�IRGV]TXMSR �

7IGVIX�WLEVMRK�XS�KYEVERXII�HEXE�EGGIWW �

(IZMGIW�ERH�YWIVW �

:MVXYEP�HIZMGIW�ERH�WIGVIX�WLEVMRK �

4VSGIWWIW�XS�OIIT�HEXE�WIGYVI �

8VERWTEVIRX�HSYFPI�EYXLIRXMGEXMSR �

8VERWTEVIRX�TEWW[SVH�EYXLIRXMGEXMSR �

)QEMP�ZIVMƻGEXMSR�FEGOYT �

'SRGPYWMSR �
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UŪƱƛŵėƹĐƱŇŵŪ

-Ūė͟Ʊŵ͟ĞŪėĞŪĐƛǘƘƱŇŵŪ

�)RH�XS�IRH IRGV]TXMSR MW E W]WXIQ [LIVI SRP] XLI YWIVW GER VIEH XLI
QIWWEKIW� -R TVMRGMTPI� MX TVIZIRXW TSXIRXMEP IEZIWHVSTTIVW Ɓ MRGPYHMRK
XIPIGSQ TVSZMHIVW� -RXIVRIX TVSZMHIVW� ERH IZIR XLI TVSZMHIV SJ XLI
GSQQYRMGEXMSR WIVZMGI Ɓ JVSQ FIMRK EFPI XS EGGIWW XLI GV]TXSKVETLMG
OI]W�RIIHIH�XS�HIGV]TX�XLI�GSRZIVWEXMSR�

LXXTW���IR�[MOMTIHME�SVK�[MOM�)RH�XS�IRHCIRGV]TXMSR

)RH�XS�IRH IRGV]TXMSR MW MHIEP JSV WIGYVMRK WIRWMXMZI HEXE� ;MXL IRH�XS�IRH TVSXSGSPW�
SRP] YWIVW GER EGGIWW XLIMV HEXE� -X MQTPMIW XLEX RSFSH] GER EGGIWW IRGV]TXMSR OI]W�
RSX�IZIR�XLI�WIVZMGI�TVSZMHIV�

)\EQTPIW SJ IRH�XS�IRH IRGV]TXMSR MRGPYHI 7MKREP� MR [LMGL QIWWEKIW ERH ZMHISW EVI
IRGV]TXIH IRH�XS�IRH� %TTPIƅW M1IWWEKI ERH ,IEPXL HEXE� ERH TEWW[SVH QEREKIVW
WYGL�EW�(EWLPERI�

)RH�XS�IRH IRGV]TXMSR EPPS[W XLIWI GSQTERMIW XS TVSZMHI TVSHYGXW XLEX QERMTYPEXI
LMKLP] WIRWMXMZI MRJSVQEXMSR� 9WIVW GER YWI XLIWI WIVZMGIW ORS[MRK XLEX XLI WIVZMGI
TVSZMHIV GERRSX EGGIWW XLIMV �IRGV]TXIH HEXE� -X MW TEVXMGYPEVP] ETTPMGEFPI XS WIRWMXMZI
HEXE�WYGL�EW�TEWW[SVHW��LIEPXL�HEXE��SV�SXLIV[MWI�WIRWMXMZI�GSQQYRMGEXMSR�

8LIVI EVI� LS[IZIV� QER] PMQMXEXMSRW XLEX TVIZIRX IRH�XS�IRH IRGV]TXMSRƅW [MHIV
EHSTXMSR�

� LMKL VMWO SJ PSWMRK EGGIWW XS IRGV]TXIH HEXE MJ YWIVW JSVKIX XLIMV TEWW[SVHW SV
PSWI�XLIMV�HIZMGIW�

� XIGLRMGEP�PMQMXW�JSV�JIEXYVIW�HIZIPSTQIRX�
� LMKL GSWX SJ MQTPIQIRXEXMSR� VIUYMVMRK WTIGMEPM^IH HIZIPSTIVW ERH PSRK XIVQ

MRZIWXQIRX�

*MRHMRK E WSPYXMSR XS XLIWI TVSFPIQW [EW XLI TVIVIUYMWMXI JSV IRH�XS�IRH IRGV]TXMSRƅW
EHSTXMSR MR E QEWW�QEVOIX ETTPMGEXMSR WYGL EW (SGXSPMF ERH ER ETTPMGEXMSR XS
QIHMGEP�GSRƻHIRXMEPMX]�
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https://en.wikipedia.org/wiki/End-to-end_encryption


%ĞƣŇĹŪƘŁŇşŵƣŵƘŁǘóŪėƱŁƛĞóƱŨŵėĞş

;LIR HIWMKRMRK (SGXSPMFƅW IRGV]TXMSR WSPYXMSR� SYV KSEP [EW XS EMQ JSV XLI LMKLIWX
PIZIP SJ GSRƻHIRXMEPMX] JSV FSXL TEXMIRXW ERH QIHMGEP TVSJIWWMSREPW� 3YV WSPYXMSR MW
FEWIH SR XLI ORS[R TVMRGMTPIW SJ IRH�XS�IRH IRGV]TXMSR� EHETXIH XS SYV QEWW�QEVOIX
YWI�GEWI��%W�[I�LEZI�WIIR��WIGYVMX]�MW�EP[E]W�VIPEXMZI�ERH�MW�QSVI�E�QEXXIV�SJ�PMQMXW�

,IVI�EVI�XLI�GSRWXVEMRXW�[I�MQTSWIH�SYVWIPZIW�[LIR�HIWMKRMRK�XLI�WSPYXMSR�

˭̢ -X QYWX FI MQTSWWMFPI JSV ER] (SGXSPMF IQTPS]II XS EGGIWW TIVWSREP LIEPXL
MRJSVQEXMSR� )ZIR MJ WSQISRI KEMRIH EGGIWW XS EPP YWIV HEXE WXSVIH F]
(SGXSPMF��XLI]�WLSYPH�RSX�FI�EFPI�XS�VIEH�ER]�TVSXIGXIH�LIEPXL�MRJSVQEXMSR�

ˮ̢ -X QYWX FI MQTSWWMFPI JSV ER] (SGXSPMF IQTPS]II XS EGGIWW IRGV]TXMSR OI]W�
)RGV]TXMSR OI]W WLSYPH FI EGGIWWMFPI SRP] F] IRH�YWIVW� ERH RS SRI WLSYPH FI
EFPI�XS�QSHMJ]�XLIQ�

˯̢ )RH�YWIV HIZMGIW EVI EWWYQIH WEJI [LIR MR YWI� ;LIR RSX MR YWI� RS LIEPXL
HEXE�SV�IRGV]TXMSR�OI]W�WLSYPH�FI�EGGIWWMFPI�

8LMW WIX SJ VYPIW LEW EPPS[IH YW XS HIZIPST MRRSZEXMZI JIEXYVIW� TYWLMRK RI[
WXERHEVHW JSV SRPMRI QIHMGEP GSRƻHIRXMEPMX] [MXLSYX GSQTVSQMWMRK SR YWIV
I\TIVMIRGI�SV�JYRGXMSREPMX]�

-Ūė͟Ʊŵ͟ĞŪėĞŪĐƛǘƘƱŇŵŪƘƛŵƱŵĐŵş

1SWX I\MWXMRK IRH�XS�IRH IRGV]TXMSR TVSXSGSPW EVI HIWMKRIH JSV WIGYVMRK
GSQQYRMGEXMSRW� M�I� XEOI TPEGI MR E GSRXI\X [LIVI FSXL TEVXMIW EVI TVIWIRX EX XLI
WEQI�XMQI��[MXL�WLSVX�XIVQ�HEXE�VIXIRXMSR�

3YV YWI GEWI MW XLI GSQTPIXI STTSWMXI� ;I RIIH XS WXSVI HEXE JSV E PSRK TIVMSH SJ
XMQI ERH [I RIIH XS EW]RGLVSRSYWP] WLEVI MX FIX[IIR YWIVW� 8LEXƅW [L] [I YWI XLI
8EROIV�TVSXSGSP��[LMGL�[EW�HIWMKRIH�JSV�XLMW�TYVTSWI�

¯ǘŨŨĞƱƛŇĐóŪėóƣǘŨŨĞƱƛŇĐĞŪĐƛǘƘƱŇŵŪ

8LI FEWMG FPSGOW SJ ER] IRGV]TXMSR TVSXSGSP EVI XLI GV]TXSKVETLMG TVMQMXMZIW Ɓ SV
EPKSVMXLQW Ɓ XLEX EVI FIMRK YWIH� 8LIWI FEWMG FPSGOW EVI MRHYWXV]�WXERHEVH ERH EVI
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EZEMPEFPI MR STIR�WSYVGI PMFVEVMIW� ;MXLMR XLSWI FEWMG FPSGOW� X[S EVI TEVXMGYPEVP]
MQTSVXERX�XS�YRHIVWXERH�

7]QQIXVMG IRGV]TXMSR QEOIW HEXE YRVIEHEFPI F] IRGV]TXMRK MX [MXL E OI]� 8LMW WEQI
W]QQIXVMG OI] MW XLIR YWIH XS QEOI XLI HEXE VIEHEFPI EKEMR� ;MXL W]QQIXVMG
IRGV]TXMSR� MX MW XLYW MQTSVXERX XS QEOI WYVI SRP] MRXIRHIH TISTPI LEZI EGGIWW XS XLI
IRGV]TXMSR�OI]�

%W]QQIXVMG IRGV]TXMSR [SVOW [MXL E OI] TEMV MRWXIEH SJ E WMRKPI OI]� 8LI ƻVWX
IPIQIRX SJ XLMW OI] TEMV MW E TYFPMG OI]� [LMGL GER IRGV]TX HEXE� QEOMRK MX YRVIEHEFPI�
FYX GERRSX HIGV]TX MX� 8LI WIGSRH OI]� GEPPIH XLI TVMZEXI OI]� GER SRP] HIGV]TX
IRGV]TXIH HEXE� 4YFPMG OI]W GER XLYW FI WIRX XS SXLIV YWIVW� [LS GER YWI XLIQ XS
IRGV]TX�HEXE�XLEX�SRP]�XLI�TVMZEXI�OI]�S[RIV�[MPP�FI�EFPI�XS�VIEH�

-ŪǑĞşŵƘĞĞŪĐƛǘƘƱŇŵŪ

8LI FEWMG TVMRGMTPI FILMRH (SGXSPMFƅW IRGV]TXMSR ERH OI] WLEVMRK MW IRZIPSTI
IRGV]TXMSR� -X GSQFMRIW W]QQIXVMG ERH EW]QQIXVMG IRGV]TXMSR XS TVSZMHI E JEWX�
IƽGMIRX�QIERW�XS�IRGV]TX�ERH�WLEVI�HEXE�FIX[IIR�HMJJIVIRX�YWIVW�

*MVWX� XLI TVSXSGSP IRGV]TXW XLI VIWSYVGI �ƻPI� HEXE� IXG� [MXL E VERHSQP]�KIRIVEXIH
W]QQIXVMG VIWSYVGI IRGV]TXMSR OI]� 8LMW VIWSYVGI OI] MW XLIR EW]QQIXVMGEPP]
IRGV]TXIH�YWMRK�IEGL�VIGMTMIRXƅW�TYFPMG�IRGV]TXMSR�OI]�

8LI IRGV]TXIH VIWSYVGI OI]W GER RS[ WEJIP] FI WIRX XS XLI GPSYH ERH WXSVIH� -R
(SGXSPMFƅW GEWI� OI]W EVI WXSVIH MR E WITEVEXI OI]W WIVZIV� IZIR XLSYKL (SGXSPMF
GERRSX HIGV]TX XLIQ� 8LIWI IRGV]TXIH OI]W EVI XLIR HMWXVMFYXIH XS XLIMV VIWTIGXMZI
VIGMTMIRXW�EW�RIIHIH�

8LI VIGMTMIRX GER XLIR HIGV]TX XLI VIWSYVGI OI] YWMRK XLIMV EW]QQIXVMG TVMZEXI
IRGV]TXMSR�OI]�FIJSVI�HIGV]TXMRK�XLI�IRGV]TXIH�VIWSYVGI�YWMRK�XLI�VIWSYVGI�OI]�
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)RZIPSTI IRGV]TXMSR EPPS[W (SGXSPMF XS WXSVI ERH HMWXVMFYXI IRGV]TXMSR OI]W [MXLSYX
LEZMRK EGGIWW XS XLIQ� 8LMW� MR XYVR� EPPS[W YWIVW XS WIGYVIP] YTPSEH ERH WLEVI
IRGV]TXIH�HEXE�[MXL�SXLIV�YWIVW�

¯ĞĐƛĞƱƣŁóƛŇŪĹƱŵĹƹóƛóŪƱĞĞėóƱó

óĐĐĞƣƣ

%W [I LEZI WIIR IEVPMIV� XLI 8EROIV TVSXSGSP MW FEWIH SR IRZIPSTI IRGV]TXMSR� 8LI
JYRHEQIRXEP IPIQIRX MR IRZIPSTI IRGV]TXMSR MW XLI IRH YWIV�W HIZMGI� SR [LMGL
TVMZEXI OI]W EVI WXSVIH� &YX [LEX LETTIRW [LIR XLI IRH�YWIV [ERXW XS EGGIWW XLIMV
HEXE�JVSQ�E�HMJJIVIRX�HIZMGI�SV�PSWIW�XLIMV�GYVVIRX�HIZMGI#

3YV GLEPPIRKI [EW XS EPPS[ HEXE XS FI EGGIWWMFPI JVSQ QYPXMTPI HIZMGIW ERH XS
KYEVERXII XLEX YWIVW [SRƅX PSWI EGGIWW XS XLIMV HEXE [MXLSYX GSQTVSQMWMRK XLI
WIGYVMX]�QSHIP�

%ĞǑŇĐĞƣóŪėƹƣĞƛƣ

8S EPPS[ YWIVW XS EGGIWW XLIMV HEXE JVSQ QYPXMTPI HIZMGIW� XLI TVSXSGSP EPPS[W
I\MWXMRK HIZMGIW XS EYXLSVM^I RI[ SRIW� 8LMW MW HSRI F] WMKRMRK XLI RI[ HIZMGIƅW
TYFPMG OI]W [MXL XLI I\MWXMRK HIZMGIƅW TVMZEXI OI]W ERH WLEVMRK HEXE [MXL XLI RI[
HIZMGI� 8LMW QIGLERMWQ KYEVERXIIW XLEX SRP] XLI YWIV� [LS LEW EGGIWW XS ER I\MWXMRK
HIZMGI��GER�EHH�RI[�HIZMGIW�

8LI SRP] I\GITXMSR XS XLMW MW XLI ƻVWX HIZMGI SJ IEGL YWIV� [LMGL MW WMKRIH F] E VSSX
WMKREXYVI�OI]�WMRGI�XLIVI�EVI�RS�TVIZMSYW�HIZMGIW�EZEMPEFPI�

;LIR EHHMRK E RI[ HIZMGI� XLI I\MWXMRK SRI GSYPH XEOI XLMW STTSVXYRMX] XS VI�WLEVI EPP
HEXE XS XLI RI[ SRI� ,S[IZIV� XLMW [SYPH FI LMKLP] MRIƽGMIRX ERH VIWSYVGI�MRXIRWMZI�
8S WSPZI XLMW MWWYI� [I YWI ER EHHMXMSREP PIZIP SJ EW]QQIXVMG OI]W� XLI YWIV OI]W�
-RWXIEH SJ WLEVMRK HEXE [MXL HIZMGIW HMVIGXP]� [I WLEVI MX [MXL XLI YWIV OI]� 8LI YWIV
OI] MXWIPJ MW WLEVIH FIX[IIR HIZMGIW� EPPS[MRK ER] HIZMGI XS EGGIWW ER] TVIZMSYWP]
IRGV]TXIH�HEXE�EX�RS�EHHMXMSREP�GSWX�
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ÜŇƛƱƹóşėĞǑŇĐĞƣóŪėƣĞĐƛĞƱƣŁóƛŇŪĹ

8LI MQTPMGEXMSRW SJ SYV HIZMGI EHHMRK WGLIQI EVI XLEX YWIVW WLSYPH EP[E]W OIIT
EGGIWW XS EX PIEWX SRI VIKMWXIVIH HIZMGI� 8LMW MW YRVIEPMWXMG MR VIEP PMJI� [LMGL MW [L]
[I�MRXVSHYGIH�XLI�GSRGITX�SJ�ZMVXYEP�HIZMGIW�

;LIR E YWIV YWIW (SGXSPMF JSV XLI ƻVWX XMQI� X[S HIZMGIW EVI GVIEXIH MR XLI
FEGOKVSYRH� 8LI ƻVWX HIZMGI MW E ZMVXYEP HIZMGI� [LMPI XLI WIGSRH SRI �EYXLSVM^IH F]
XLI ZMVXYEP HIZMGI GSVVIWTSRHW XS XLI TL]WMGEP HIZMGI� 8LI ZMVXYEP HIZMGIƅW TVMZEXI
OI]W EVI RSX WXSVIH PSGEPP]� -RWXIEH� XLI] EVI IRGV]TXIH [MXL E W]QQIXVMG OI]� XLI YWIV
WIGVIX� ERH WXSVIH MR E HIHMGEXIH OI]W MRJVEWXVYGXYVI GSQTPIXIP] WITEVEXI JVSQ SYV
QEMR WIVZIVW� 8LI YWIV WIGVIX MW WXSVIH WITEVEXIP] MR SYV QEMR EYXLIRXMGEXMSR
WIVZIVW� 8LMW WGLIQI IJJIGXMZIP] WTPMXW XLI ZMVXYEP HIZMGI MRXS X[S GLYROW� E TVSGIWW
ORS[R�EW�WIGVIX�WLEVMRK�

8S VIKEMR EGGIWW XS XLIMV HEXE� YWIVW RIIH XS KIX FSXL TEVXW SJ XLI WIGVIX FEGO� 8LI]
QYWX ƻVWX EYXLIRXMGEXI [MXL XLI QEMR EYXLIRXMGEXMSR WIVZIV MR SVHIV XS KIX XLIMV YWIV
WIGVIX� 8LIR XLI YWIV MRHITIRHIRXP] EYXLIRXMGEXIW [MXL XLI OI] WIVZIVW XS KIX XLIMV
IRGV]TXIH ZMVXYEP HIZMGI� 3RP] [MXL FSXL XLIWI IPIQIRXW GER XLI YWIV EGGIWW XLIMV
ZMVXYEP�HIZMGI�ERH�YWI�MX�XS�EGGIWW�XLIMV�HEXE�SR�E�RI[�HIZMGI�

¤ƛŵĐĞƣƣĞƣƱŵśĞĞƘėóƱóƣĞĐƹƛĞ

*SV XLI WIGVIX WLEVMRK WGLIQI XS FI WIGYVI� XLI X[S TEVXW LSPHMRK XLI YWIV WIGVIX
ERH XLI IRGV]TXIH ZMVXYEP HIZMGI QYWX FI MRHITIRHIRX� 8S IRWYVI MRHITIRHIRGI� [I
LEZI X[S GSQTPIXIP] WITEVEXI MRJVEWXVYGXYVIW� 8LIWI MRJVEWXVYGXYVIW EVI QEMRXEMRIH
F] HMJJIVIRX XIEQW [MXL RS SZIVPETTMRK EGGIWW VMKLXW� 8LEX�W E QSHIP GEPPIH
WIKVIKEXMSR�SJ�HYXMIW�

%HQMRW SJ XLI QEMR (SGXSPMF MRJVEWXVYGXYVI GERRSX EGGIWW XLI OI]W MRJVEWXVYGXYVI
ERH ZMGI ZIVWE� (IZIPSTIVW [SVOMRK SR XLI (SGXSPMF WIVZIVW GERRSX QSHMJ] XLI OI]W
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WIVZIVW ERH ZMGI ZIVWE� 8LI X[S MRJVEWXVYGXYVIW EVI EPWS LSWXIH SR HMJJIVIRX GPSYH
TVSZMHIVW�XS�IRWYVI�QE\MQYQ�WITEVEXMSR�

3YV WIGYVMX] TVSGIWWIW ERH EGGIWW VMKLXW EVI EPWS VIKYPEVP] EYHMXIH ERH EVI
-73�������GIVXMƻIH�

½ƛóŪƣƘóƛĞŪƱėŵƹďşĞóƹƱŁĞŪƱŇĐóƱŇŵŪ

8LI X[S EYXLIRXMGEXMSRW VIUYMVIH XS KIX XLI ZMVXYEP HIZMGI FEGO QYWX EPWS FI
MRHITIRHIRX� 8LMW QIERW XLEX EX RS XMQI WLSYPH XLI YWIV TVSZMHI MRJSVQEXMSR XS XLI
QEMR (SGXSPMF WIVZIV XLEX GSYPH FI YWIH XS EYXLIRXMGEXI [MXL XLI OI] WIVZIV� ERH ZMGI
ZIVWE��8S�EGLMIZI�XLMW��HMJJIVIRX�EYXLIRXMGEXMSR�QIERW�EVI�YWIH�

½ƛóŪƣƘóƛĞŪƱƘóƣƣǒŵƛėóƹƱŁĞŪƱŇĐóƱŇŵŪ

8LI ƻVWX [E] [I TIVJSVQ MRHITIRHIRX EYXLIRXMGEXMSRW MW GSQTPIXIP] XVERWTEVIRX JSV
XLI�IRH�YWIV��;I�EGLMIZI�XLMW�F]�VIYWMRK�XLI�YWIVƅW�TEWW[SVH�XS�EYXLIRXMGEXI�X[MGI�

8S TVIZIRX ER] TEVX JVSQ FIMRK EFPI XS MQTIVWSREXI XLI YWIV� RIMXLIV XLI ETTPMGEXMSR
WIVZIV RSV XLI OI]W WIVZIV QYWX IZIV WII XLI TEWW[SVH MR GPIEV� 8S EZSMH XLMW� XLI
TEWW[SVH MW LEWLIH GPMIRX�WMHI� YWMRK X[S HMJJIVIRX LEWLMRK EPKSVMXLQW� SRI JSV XLI
OI]�WIVZIV�ERH�SRI�JSV�XLI�ETTPMGEXMSR�WIVZIV�

8LMW�[E]��EYXLIRXMGEXMSR�VIQEMRW�MRHITIRHIRX��ERH�XLI�YWIVWƅ�EGGSYRXW�EVI�WIGYVI�

-ŨóŇşǑĞƛŇǨĐóƱŇŵŪďóĐśƹƘ

,S[IZIV� YWIVW WXMPP RIIH XS VIKMWXIV ER EPXIVREXI MHIRXMX] ZIVMƻGEXMSR QIXLSH MR GEWI
XLI]�JSVKIX�XLIMV�TEWW[SVH��8S�XLMW�IRH��[I�YWI�IQEMP�ZIVMƻGEXMSR�

;LIR XLI YWIV KSIW XLVSYKL XLI �- JSVKSX Q] TEWW[SVH� ƼS[� XLI] VIGIMZI E
ZIVMƻGEXMSR PMRO� 8LMW PMRO EYXLIRXMGEXIW [MXL XLI ETTPMGEXMSR WIVZIV� 8LIR� E WIGSRH
EYXLIRXMGEXMSR LETTIRW [MXL XLI OI] WIVZIV XLMW XMQI� 8LI YWIV ZIVMƻIW XLIMV IQEMP
EHHVIWW�SV�TLSRI�RYQFIV�F]�IRXIVMRK�ER���HMKMX�GSHI�WIRX�F]�XLI�OI]W�WIVZIV�
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8LMW [E]� XLI YWIV EYXLIRXMGEXIW [MXL XLI (SGXSPMF WIVZIVW [MXL XLI PMRO ERH [MXL XLI
OI]W�WIVZIV�XLEROW�XS�XLI�IQEMP�ZIVMƻGEXMSR�GSHI�

�ŵŪĐşƹƣŇŵŪ

8LMW TETIV MW SRP] ER MRXVSHYGXMSR XS XLI FEWMG TVMRGMTPIW ERH GLSMGIW [I LEH XS QEOI
[LIR HIWMKRMRK (SGXSPMFƅW IRGV]TXMSR TVSXSGSP ERH MW RSX I\LEYWXMZI MR ER] [E]� 8LI
IRXMVIX] SJ XLI TVSXSGSP MW STIR�WSYVGI� EW [IPP EW XLI 7(/W [I YWI XS MQTPIQIRX MX�
8LI]�GER�FI�GLIGOIH�SR +MX,YF�
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https://github.com/TankerHQ

